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Google Inc. Google Chrome Team lan Fette

lan Fette is a senior product manager on the Google Chrome team. He joined the team in 2007,
focused on security, browser infrastructure, and the team’s implementation and development of
new web standards. Currently, he focuses on performance, security, and networking. Prior to
joining Google, lan worked for the U.S. Government. lan has degrees in Computer Science from the
University of Michigan and Carnegie Mellon University.
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Securing Google Chrome

M Invited Speaker: lan Fette

ifette@google.com

M Affiliation: Google Inc. Google Chrome Team

® Browsers are more complex, now exposing GPU and running native code.

® Attackers have increasingly more resources, including government support.

® We need new security mechanisms to make more possible while keeping users safe.

In this talk, | will discuss various mechanisms in place to protect Google Chrome users, from low-level techniques like sandboxing
and process isolation, to higher level mitigations such as SSL certificate pinning, blacklist approaches, and in-browser detection of
phishing attacks. Our users are the target of attacks every day, from wide-reaching malware campaigns to targeted attacks by

nation states, all of which affect the design of the Chrome security model.
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