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59 10.0.2.7

TP

74 http > 60096 [SYN, ACK] Seq=0 Ack=1

Win=5792 Len=0 MSS=1334 SACK_PERM=1 T¢

202.86.169.59 TCP

T

66 60096 > http [ACK] Seq=1 Ack=1 Win=5840 Len=0 TSval=12955232 TSecr=170039:

T T rm-ur
66 http > 60096 [ACK] Seq=1 Ack=328 Win=6912 Len=0 TSval=1700391779 TSecr=12¢

59 10.0.2.7 TCP

59 10.0.2.7 TCP 1388 [TCP segment of a reassembled PDU)

59 10.0.2.7 HTTP 108 HTTP/1.1 200 OK (text/html) -1
< Hypertext Transfer Protocol i

b POST /bl.php HTTP/1.1\r\n
Content-Type: application/x-www-form-urlencoded\r\n

b Content-Length: 132\r\n
Host: staraprigo.biz\r\n
Connection: Keep-Alive\r\n
User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)\r\n
\r\n
[Full request URI: http://staraprigo.biz/bl.php]

< Line-based text data: application/x-www-form-urlencoded

0000 d4 9a 20 S7 eb bo 84 00
0010 01 7b 8c 65 40 00 40 06
0020 a9 3b ea cO 00 50 77 36

0030 ©Ob 68 c3 f4 00 00 01 01 he ey
0040 eb 15 S0 4f 53 54 20 2f 62 6¢ 2e 70 68 70 20 48 ..POST / bl.php H
0050 54 54 50 2f 31 2 31 0d Oa 43 6f Ge 74 65 6e 74  TTP/1.1. .Content
0060 2d 54 79 70 65 3a 20 61 70 70 6¢ 69 63 61 74 69  -Type: a pplicati

0070 6f 6e 2f 78 2d 77 77 77 2d 66 6f 72 6d 2d 75 72 on/x-www -form-ur
0080 6¢c 65 e 63 6f 64 65 64 0d Oa 43 6f 60 74 65 6e  lencoded ..Conten
0090 74 2d 4c 65 6e 67 74 68 3a 20 31 33 32 0d 0a 48  t-Length : 132..H
00a0 6f 73 74 3a 20 73 74 61 72 61 70 72 69 67 6f 2e  ost: sta raprigo.
00b0 62 69 7a Od Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a  biz..Con nection:
00cO 20 4b 65 65 70 2d 41 6c 69 76 65 0d 0a 55 73 65  Keep-Al ive..Use
00do 72 2d 41 67 65 6e 74 3a 20 41 70 61 63 68 65 2d  r-Agent: Apache-
00e0 48 74 74 70 43 6c 69 65 6e 74 2f S5 de 41 56 41  HttpClie nt/UNAVA
00f0 49 4c 41 42 4c 45 20 28 6a 61 76 61 20 31 2e 34 ILABLE ( java 1.4
0100 29 0d 0a 0d Oa Yoo

% R .
0120 -_—

o test=11:0801385:0801385 :/88: =282 R4:
080-9999-9999:test@example.com/
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T4 7 —ERPath®iPhone” 7'U T1—4'— [CHEMT CEIRTT — 5
HIRELTW e EZEHR U, |
e We are sorry. - Path, 201242888

e 0o Path

| < HQ\ + @ http://blog.path.com/post/17274932484 /we-are-s ¢ Q- \g\

We made a mistake. Over the last couple of days users
brought to light an issue concerning how we handle your

personal information on Path, specifically the transmission

and storage of your phone contacts.
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e ActiveXIC & BPermissionDER (20004F)
e Visual J++ [CEXDHBD

Security Warning *** TEST CERTIFICATE === E3

Do you want to install and run "C:ATEMPAWJYMEA, tmp"'
signed on an unknown date/time and distributed by:

Jane Doe
WARNING! The signer has been validated usinga TEST
CERTIFICATE.

Publisher authenticity verified by Root Agency

Caution: Jane Doe asserts that this content is safe. You
should only install/view this content if you trust Jane Doe
to make that assertion.

*
L3
.
*
.
3
.
L]
.

SIGNED WITH PERMISSIONS
File 1/0 Permission
Thread Permission

" Always trust content from Jane Doe

Yes More Infa
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