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Million Dollar Border Security Machines 2009F1R. T —7 THHEMER
Fooled with Ten Cent Tape 25 ETHANDAEEEZ

So much for biometrics and immigr EE L/ TC t L/T% ES A§1$2%

security: A South Korean woman

managed to fool a million-dollar t)\’ﬁ}ﬁ é n 7:: o

fingerprint reading machine in Jap

border controls using a simple piece
tape stuck to her fingers.

It happened at Tokyo airport. The

woman has repeatedly entered Jap:
using the same trick without anybox
noticing. Japanese officials say that they suspect many others have been doing the
things, demonstrating that the biometric systems they installed in 30 airports in 20
the tune of $45 million-are completely useless. The woman was deported in July 2
for illegally staying in Japan as a bar hostess in Nagano, but she entered again witl

rwwmbomn svodmon o bnmn nwmd o Falin mammm et ANanadbh mwned A ad e n Ot Vanwnnw W

R — E EEEE——_

http://gizmodo.com/5122259/million-dollar-border-security-machines-fooled-with-
ten-cent-tape
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201338, 77 VI)L - X

Doctor caught red-fingered, buddy- 0 ﬁﬁB DR IC 813 2 EL
2 -

punching absent co-workers in Brazilian

hospital A, P AVTHRELIEEZE
- L fuke 0| Twest (4 S Z & TIERBGRAEZ 9 D kT,

March 13, 2013 - A Brazilian doctor has been charged with fraud, |—-| 1$ 0) %’J Ie\ _Eﬁ ’é‘: % L/ —( L \ %

after being caught using silicone fingers to dock absent co-workers in,

00fing the biometric workforce management solution installed ata - —
$poofing the | 0 CEDbhHh - T,
hospital outside of Sao Paulo

Making headlines around the world this moming, the doctor, 29-year-old Thaune Nunes Faerraira
has been arrested, and according 1o a report in Folha De S Paulo, Ferreira told police she had
been using the silicon fingers as she had been coerced by her employer 1o do so0, as she faced
losing her job.

Following suspicion that some sort of fraud had been occurmming, cameras were installed near the
biometric ime clock and eventually caught the doctor red-handed.

e — .

http://www.biometricupdate.com/201303/doctor-caught-red-fingered-buddy-
punching-absent-co-workers-in-brazilian-hospital
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EFBRDAF

87 D 9% L (Cooperative)

4 - REBEEIRBNREOEFT U TILEE
. BEAFUL. FIHhoBEMEERT S
EMNTE S,

Ref) http://prag.diee.unica.it/fldc-tset/LivDet_2013_slides.pdf

%% (Latent)

BB Y (Latent) ) S1EEYI DT & R DERR
BHEAFITBZIENTE S,
#l) $EHL DNA

HITEPAMRERE L IC< W,
L, TERERRETVILERFCEBEINPT W,

Springer Science+ Business Media LLC, “Encyclopedia of Biometrics: Fake Fingerprint,” 2009
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Rendering
IvFoY EWCEREIYFYIMILEHD
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Computing TR yTPIT Ly CRRENI |4 |
device HEffPEFA B - WROBHR I
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(Bl /&) Time series B TEES W58 HEO®RE, TIIIWNLITLy hERAVWCEEZOE
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H£EDIEM (ER2) (2) Direct Rendering

Direct Rendering
“’771:7") ~ TyvFVY

EE: 7Yy hERICTHLT
BNE&RE Ty F o INRBL
fces®d

http:/weww.atmarkit.co.jpffsecurity/column/uenc/48 . html
o N\, == N "
RAVTA VYT

AR ERICHT U
2l LA 7 % 30 E

RTH R Z 1ERL
Lfced

Lefohn, et al, IEEE Computer Graphics & Applications article, 2003.

Nesli, et al, IEEE International Conference of the
Biometrics Special Interest Group(BIOSIG), 2013.
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Source) Chaos Computer Club

Nesli, et al, IEEE International Conference of the Biometrics Special Interest Group(BIOSIG), 2013.
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X. He, et, al, Advances in Biometrics, 2009.
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(1) EFEB DFFEK

TIAFYNR—A
R DIMEE RIE U TRAICFIF

Maatta, et.al, |IJCB2011.

X : LBPE&RZEICEH 1T EEEEHRIDEN

E(EER) ERENRI)DEBRIZIERICLLE- T
WBH, LBPEMRZERICE W TIHEVWHTEE &
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2 AIST

T—3R—X
YRODOENE 2 AIE U THRIICH] A

Bao, et.al, IASP2009.
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B : ECGEEMY —FY—Disabt B iRdE - OER - MG0EASOEIC X SRA(US Patent)

Ref 1) C. X. Zhao, T. Wysocki, F. Agrafiot, and D. Hatzinakos, “Securing handheld devices and fingerprint readers with ECG blometrics,” presented at the Biometrics: Theory, Apphcations
and Systems (BTAS), 2012 |IEEE Fifth International Conference on, 2012, pp. 150-155.
Ref 2) D. Osten, H.M Carim, M.R Arneson, and B.L Blan, "Biometric, personal authentication system,” Minnesota Mining and Manufacturing Company, US Patent #5,719,950, Feb. 1998
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RIS §m
- JIC K B REFL D UNAE ,: .

—
B X073 AL RSB T3

Pacer, A Caajka. AL "Aliveness Detectic ¢ IRIS By .
"ran ngs 2006 Jinh Asanal I!.J.L fnr.-m-.-.'m.-‘\.-.' .n'l .no., r':'vl.‘.‘.l.V.“u(. 206

ABOBIE BRI E i ES < RGENE
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-FEERBABICEITEIFTF—T— NREE

The Machine Perception Toolbox, http.//
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j } b ; Iig M.Une, A Otsuka and H.Imai, "Wolf Attack Probability: A New Security

Measure in Biometric Authentication Systemns,” ICB2007, LNCS 4642,
pp. 396-406, 2007,
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(3 F)

VL7 B
RRIOHESR

(CRFTORBTHSHICBAM)

HEIERAE

A8 B BOAL

A ARE2 AL

RLFZFBAE

C. I. Watson, M. D. Garris, E. Tabassi, C. L. Wil- son, R. M. McCabe, S.
Janet, and K. Ko, “User 's Guide to NIST Biometric Image Software
(NBIS), "National Institute of Standards and Technology , " http/
fingerprint.nist.gov/NFIS/ , 2007.

Y. Yamazaki, Y. Fujita, and N. Komatsu, “CELP- based speaker
verification: an evaluation under noisy conditions," ICARCV 2004 8th
Control, Automa-tion, Robotics and Vision Conference, 2004,, vol.1,pp.
408-412, |IEEE, 2004.

N. Miura, A. Nagasaka, T. Miyatake, "Extraction of finger-vein patterns
using maximum curvature points in image profiles,” IEICE
TRANSACTIONS on Information and Systems, 90(8), 1185-1194.

J. Daugman, “How Iris Recognition Works,"|EEE Circuits and Systems for
Video Technology, Vol.14, pp21-30, 2004,

42.4%

50%

92.5%

42.6%
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Properties of Bozorth3 (NIST)

(1) Minutiae-relation matching algorithm
(2) Only up to 200 minutiae accepted

- - - - - - * ( ,,ru l . o
(3) Severer distance allowance of minutiae (within 15 pixels) R (G)
(4) Severer direction allowance within 11.25 degree » 'y
4!: I’,, )
Our Approach: W d(G
(1) Arrange 200 minutiae s.t. area (circle of radius 15) of each minutia is disjoint § ; S i :

]
and packed together, and $2(Fn) o(Pa
(2) Direction of each minutiae is determined as the most probable direction at

each area around minutia, computed from Human distribution.

100

WAP=42.4%

~ Bozorth3 can be said Vulnerable to Wolf Attack
Wolf', (You can impersonate a person out of 3!)
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10 S 20 W 40 50
A Comparison of Cumulative Score Distributions
of Human-Wolf (Yellow) and Human-Human (Red,Blue)

b, HE, XIE KR, SH, " BRAR-A0BEEEEFILT ) ZLICT S 7)L.7 B8, SCIS2013
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Ohki, T.: Hidano. S.: Takehisa. T, "Evaluation of wolf attack for classified target on speaker verification systems.” Connrol
Automation Robotics & Vision (ICARCVY), 2012 12th Imternational Conference on  vol., no., pp.182,187, 5-7 Dec, 2012
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*Naoto Miura, Akio Nagasaka, Takafumi Miyatake, “extraction of finger-vein
patterns using maximum curvature points in image profiles,"MVA2005
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Merita, R, lnuma, M, Otsuka, A, Imai, H., “Security evaluation of a finger
vain authentication algorithm against the wolf attack.” SBRA2013
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J.Daugman, "How Ins Recogn®on Worls,"IEEE Circuits and
Systams for Video Technology, Vol, 14, pp21-30, 2004,

Probability of begin set
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L HB KR, SH, UERSZIL TV XLKEHNT L)L 7R, SCIS2014.
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