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Top Stories

Hackers outwit online banking identity f
security systems
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Banks guilty of moi
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China spacecraft re

Criminal hackers have found a way round
the latest generation of online banking
security devices given out by banks, the
BBC has learned.

Features &

After logging in to the bank's real site, account
holders are being tricked by the offer of training
in a new "upgraded security system".

Money is then moved out of the account but this
is hidden from the user.

Since banks brought in "two-factor" authentication,
official figures have shown fraud fell significantly
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COMPUTER SCIENCE A banking server's display on your key chain

Services research

More and more attacks to online banking applications target
the user's home PC, changing what is displayed to the user,
while logging and altering key strokes. Therefore, third
parties such as MELANI conclude that "Two-factor
authentication systems [...] do not afford protection against
such attacks and must be viewed as insecure once the
computer of the customer has been infected with malware".

Systems management

Distributed computing

Business integration
technologies

Security In a widely published real-world example of the Trojan

"Silent banker", Symantec states that "The ability of this Trojan to perform man-in-the-middle
attacks on valid transactions is what is most worrying. The Trojan can intercept transactions that
= Data storage security require two-factor authentication. It can then silently change the user-entered destination bank
account details to the attacker’s account details instead."

= Secure D solutions

= ldentity governance

- BlueZ business In order to foil these threats, IBM has introduced the Zone Trusted Information Channel (ZTIC), a

computing hardware device that can counter these attacks in an easy-to-use way. The ZTIC is a USB- = Fh@ “nglgi "j'f’ maton flow of

T - attached device containing a display and minimal I/O capabilities that runs the full TLS/SSL ::hixnnel . cpeeﬁeezu;tweem
- Internet transaction ; " . . Yo

security ZTIC protocol, thus entirely bypassing the PC's software for all security functionality. the (bank's) server and the

. s FPITI . - ZTIC. The user
) The ZTIC achieves this by registering itself as a USB Mass Storage Device (thus requiring no
Usage of ZTIC driver installation) and starting a "pass-through" proxy configured to connect with pre-confiqured communicates as usua with
9
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8 006 IBM Research - Zurich | Computer Science | Security | IBM Zone Trusted Information Channel (ZTIC)
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— IBM Zone Trusted Information Channel
(ZTIC)
COMPUTER SCIENCE A banking server's display on your key chain
Services research
Systems management Technical operation of ZTIC

Distributed computing

Business integration U Se r PC

technologies

Maintains TLS session keys

Securit A
g4 for browser connection

= Secure ID solutions

Data storage security

Back-end
(Server)

Web Browser

Identity governance N !
(insecure display)

ZTIC Proxy

BlueZ business
computing

Internet transaction
security ZTIC

Usage of ZTIC

Technical operation

Decrypt / Encrypt /{Handshake TLS/SSL
Looks at / data stream between |Proxy and Server
interacts with

s

of ZTIC »
Secure Enterprise
Desktop ZTIC
Security policies User === = (secure display)
Cloud computing Inserts / IOO::S at /

; interacts wit

Secubﬂw. Maintains all asymmetric keys
Publications and TLS session keys Separate ZTIC

= Past projects for server connection hardware
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VASCO Strong Two Factor Authentication - DIGIPASS 275
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This website uses cookies to improve user experience, functionality and performance. If you continue browsing the site, you consent to the use of cookies
on this website. Note that you can change your browser/cookie settings at any time. To learn more about the use of cookies and how to adjust your settings,
please read our Cookie Policy.

(Q’) vm()e THE AUTHENTICATION COMPANY

About VASCO

Products
» Client Products
» Single Button DIGIPASS
» E-signature DIGIPASS
» Software DIGIPASS

» Embedded DIGIPASS
» Card Reader DIGIPASS
» PKI DIGIPASS

» Server Products

» Managed Services

» Pack Products

Verticals

» Online Banking
Security

» Online Application
Security

Investors

Solutions

Products Services WheretoBuy Support & Training

()

Home | Sitemap | Contact VASCO | Other VASCO Sites | Glossary

Searc!

Partners

| D1 My VASCO

Home > Products > Client Products > E-signature DIGIPASS > VASCO Strong Two Factor Authentication - DIGIPASS 275

DIGIPASS 275

Online fraud schemes such as man-in-the-middle and man-in-
the-browser attacks are becoming more and more
sophisticated nowadays. Banks are therefore increasingly
adopting defense mechanisms using electronic transaction
signing.

For financial organizations looking to add strong Two-factor
authentication to their security infrastructure, DIGIPASS 275
offers a highly efficient, cost-effective and high-volume
solution.

The e-signature functionality provides excellent protection
against so called man-in-the-middle attacks. DIGIPASS 275
supports up to four different applications and offers one-time
password, Challenge/Response and signing functionalities.
The solution ensures that banks and other organizations can

Connect with VASCO

3] £lin] + I

Contact a sales
representative

3
7

» Click here if you would
like to contact a VASCO
Sales Representative

00

(-]

13

'Boring' Singapore City Photo: Security Tokens for Banks Transactions in Singapore
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Security Tokens for Banks Transactions in Singapore

It's the first day of the year and was reminded via email by one of the banks below to remind us

that from 1 Jan 2013, the new Security Token Card will be effective.

1 thought I will post a sample of the different security token cards by different people at home.
Everyone at home banks with different banks and we all have different tokens!

Search

* Keropok.com
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iBanking Transaction Signing Demo

EJ @ @ li]aWWW.dbs.com.sg
X DBS

What is Transaction Signing?

The iB Secure Device keeps your transactions safe by enhancing security for specific services. You will be required to

perform one of the following procedures when performing Transaction Signing.

Transaction Signing
to secure and authorise your transactions

iBanking Login
0 access Account Summary

Sign 2 + Sign 1
e.g. Ad-hoc Bill Payments to
Financial Institutions above $25k

oTp

©

Sign 1

eg. Transfer above S$25K
for existing Payees

and adding New Payees

k for more info €

Login

‘ Back to

Introduction Page Have you activated your device?

click here to register

iB Secure PIN + iBanking

QTP (Dual Authorisation)
eg. Updating of address or
personal details

iB Secure PIN

(Authorisation)
eg. Transactions up to S$25K,
Activating cards for overseas use

iB Secure PIN (Login)
eg. Balance Enquiry, Transaction
History, Credit Card Enquiry

click foi Ore v

e 00 Online Banking | Security Token | OCBC

A

M @ @ li‘g www.ocbc.com

< EEZa (o)

Q) OCBC Personal Banking

Help & Support OCBC Singapore

You're in Singapore

Home Accounts Cards Loans Insurance

OCBC Token

Personal Banking > Online Banking > Token

The new OCBC token makes
banking online safer than before.

i

&) ocBCBank

Investments

Premier Banking
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<> ||D ( = /. Www.moneysense.gov.sg, C e / f 2 ¢ (2]
Singapore Government
Integrity - Service - Excellence
333 MoneySENSE e Consetts feecask Stenep
y Q, search G
A National Financial Education Prog; for Singap
Home Getting Started Life Events Financial Planning Understanding Financial Products News and Events Partnering MoneySENSE ~ About MoneySENSE
Home » Understanding Financial Products » Investments » Consumer Alerts » ing Two-F: lication and Signing
{Uncerstanding Financts) Prodhct Understanding Two-Factor Authentication and Transaction
Banking and Cash v Si n in
insurance v gning
Credit and Loans v
p— o) What is two-factor authentication (sometimes referred to as 2FA)?
Ll ST Banks require two-factor authentication at login for all types of internet banking systems. This means you have to identify
Types of Investments \Z yourself to a system or service by providing:
Things to Watch Out for
1. Something you know e.g. PINs or password; and
‘Who are You Dealing With
Hiow/$o Resoivs s Problem 2. Something you have e.g. a two-factor authentication token.
Consumer Alerts Each time you log into a bank’s website to perform online transactions, you will be required to identify yourself by providing
Investor Alert List v a PIN and a One-Time Password (OTP) generated from a two-factor authentication token. The OTP is usually a string of
Guides and Articles numbers (numeric) or combination of alphabets and numbers (alphanumeric) characters which you have to key in before
you can perform your transactions. For security reasons, the password is usually valid only for a short period of time, after
which you will have to obtain a new one.
Why is two-factor authentication (2FA) important?
17
Understanding Two-Factor Authentication and Transaction Signing - MoneySENSE "
WWW.moneysense.gov.sg A ¢ PEEA | ©

What is transaction signing?

Transaction signing requires customers to digitally “sign” transactions that are deemed high risk. It is used to verify the
authenticity and integrity of an online transaction. Examples of online transactions that may be deemed high risk include
making high value fund transfers or changing customer’s details online.

You will be requested to confirm the online transaction you are about to perform by entering a dynamic PIN. This dynamic
PIN is generated when a customer inputs information specific to a transaction, such as an account number or a transaction
amount, into a device.

Why is it necessary to perform transaction signing?

Transaction signing is an effective method used to detect interception and modification of your online transaction from

malware or, viruses employing “man-in-the-middle” types of attack.

Tips on safeguarding your two-factor authentication (2FA) token:

* Keep your token in a safe place.

* Do not allow anyone to use or keep your token.

» Do not disclose the one time passwords displayed by your token.
* Do not reveal the serial number of your token.

* Do not allow anyone to access or tamper with your 2FA token.

* Do not write down your user ID and PIN on the token.

The above information is prepared in collaboration with the Association of Banks in Singapore.

SHARE Y B wiweet 0 GERRL] ¢ 9B TWaAREREN
D JPCN (63 5950 RSAS
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1218 Appropriate measures should also be implemented to minimise exposure to
other forms of cyber attacks such as middleman attack which is more

" Two factor authentication for system login and transaction authorisation can be based on any two of
the factors, i.e. What you know (€. PIN), What you have (e.g. OTP token) and Who you are (e.g.
Biometrics).

MONETARY AUTHORITY OF SINGAPORE

43
CONSULTATION PAPER

P012-2012

JUNE 2012

commonly known as a man-in-the-middle attack (MITMA)'®, man-in-the
browser attack or man-in-the application attack (refer to Appendix E for details).

conduct a wide range of financial transactions for personal and business
purposes, a suite of measures must be established to protect customers’

interests in using online systems. Furthermore, customers should be
RIS [< educated on the risks of using online financial services before they subscribe
to such services. Continual education must be available to raise the security

awareness of customers to protect their systems and online transactions.
(Refer to Appendix F for details on Customer Protection and Education).

MANAGEMENT S ———

1221 Mobile Online Services refers to the provision of financial services via mobile

devices such as mobile phones or tablets. Customers could choose to access
G ' l IDELINES these financial services via web browsers on mobile phones or an Fl's self-

developed applications on mobile platforms such as Apple’s iOS, Google’s
Android and Microsoft's Windows operating systems.

1222 Mobile payment refers to the use of mobile devices to make payments to
merchants for_purchases. These payments could be made using various

“12.1.8 Appropriate measures should also be implemented to minimise
exposure to other forms of cyber attacks such as middleman attack
which is more commonly known as a man-in-the-middle attack (MITMA),
man-in-the browser attack or man-in-the application attack.”
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Sumitomo Mitsui Banking Corporation (SMBC) is one of the largest banks in the world. More than 22,000 employees guard the bank’s mission:
providing valuable services that help its customers to build their own prosperity, to create sustainable value for its shareholders founded on
growth in their business, and provide a challenging and professional rewarding working environment for its dedicated employees.

A GROWING NUMBER OF FRAUD CASES  the D'G‘PAsfl VASCO*:I:%*SI' Ck D

device can s

The number of criminalities, fraud cases and

incidents on the Internet, such as phishing  KEEP AN EYE ON THE BUDGET

and man-in-the-middle attacks, is growing

very fast, also in Japan. In the last few years,  “Of course, there were also some non-technical requirements. The cost and
not only financial institutions but also many  the time-to-market in short terms were also indispensable points to select the
other organizations have been targeted. Inthis  right vendor,” explains Yuji Konishi, Manager of Retail banking department of
environment, SMBC realized it had to consider ~ SMBC. “The internal coordination of the departments was a very challenging
a more sophisticated security measurement  project, because this has been the biggest innovation since we started the
to protect its Internet banking services. The  direct Internet banking service ten years ago.”

bank called in a consultancy company, so that
an independent third party could evaluate a  SMBC plans to replace its existing authentication service, TAN lists, to VASCO's

range of different security solutions, such as  DIGIPASS 275. Their customers can get a DIGIPASS in their numerous
static passwords, table of random digits (TAN), one-time passwords, risk-based  branches, free of charge.
authentication and browser/malware detecting solutions.
Yuji Konishi, Manager of Retail banking department of SMBC, has faith in
The most imperative points for the bank were the ease of understanding and ~ the solution: “We are very
user-friendliness, the possibility to share the security model with its affiliaste  happy with DIGIPASS 275:
financial companies and the implementation of a future-proof solution that it is portable in our wallets,
could withstand future advanced attacks. In the end, VASCO's DIGIPASS  design-oriented and  a

www.smbe.co.jp

technology proofed to be the solution that met all requirements. functionally  high-evaluated
product. Moreover, VASCO's

EASY, CONVENIENT AND INTUITIVE proven records in  global T
roliouts  for the financial =SHERRIT

The most adjusted solution to meet the above requirements was VASCO's  industry is also & plus-point. .
DIGIPASS 275. "We concluded that a risk-based solution or a browser/  We highly evaluate VASCO's &% e e
malware detection solution would be too cumbersome for our users,” said  solutions, so we trust @ when y

Hirohito Yokoyama, Group Head of Retail Banking department of SMBC. “With  unknown attacks in the future

the customer in mind, we looked for a more intuitive and portable solution.  arise.”

Of course, it nesded to be a proven solution able to protect our users from e 0
advanced fraud schemes, such as man-in-the-br r attacks.”
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BEiR%E "eToken 3500,
e eToken 3500 - SafeNet (20114F)

e 0o SafeNet eToken 3500 - Transactlcn Slgmng Solunon for Counrerlng Man in the Browser Artacks e
|« '\HOH@H+ www.safenet-inc.com/ Cﬁ[ol
THE
CSJafeNet. Engten charge | ConlsctUe
Authentication Encryption Software Monetization Resources About Support Partners Careers

O sHARe EYE.,

Optical Transaction Signing and Strong Authentication Solution

Multi-Factor Authentication

SafeNet eToken 3500

Certificate-based PKI Smart Cards Request Information
Contact Sales Now
Certificate-based PKI USB Specifications Features & Benefits How to Buy Join Our Email List

Authenticators
Office Locations

Hybrid Authenticators A Comprehensive Solution for Addressing all Risk OixSafeNet Bioga

Levels in Online Bankin
Management Platforms 9

g g+ | Elﬂn 743 | W Tweet
OTP Authenticators SafeNet offers a comprehensive solution to address
all risk levels in online banking. With threats such as
Man-in-the-Browser and Man-in-the-Middle on the
-
a
0 en

rise, especially for financial institutions with high risk
transactions or heavy volumes, authentication is not
enough. Fraudulent transactions come from legitimate
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® 00 etoken3500 "

http:/ /www.yourbank.com/

TRANSFERS Step1 2 3

Enter the sum you want to transfer:
| $9,088.00

Enter the destination account number:

For more information visit: www.safenet-inc.com

8006 etoken3500
al» ||| 2| + | @ www2.safenet-inc.com/flash/etoken3500.html [
QSafeNec SafeNet Transaction Security Solutions: Making Online Banking Safe.

€ » >

Click 2

Verify account
number

etoken3500 'S
+ | @ wwwa.safenet-inc.com/f1ash/etoken3500.himl [ l

SafeNet Transaction Security Solutions: Making Online Banking Safe.

€ r >

number

For more information visit: www.safenet-inc.com

<<<<<<< Click 3

Numeric signature is
generated
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